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defendant Wyndham Worldwide Corporation ("WWC" or the "Company") against certain of its 

officers and members of its Board of Directors (the "Board").  This action seeks to remedy 

defendants' violations of law, breaches of fiduciary duties, and waste of corporate assets that 

have caused substantial damages to the Company.  Plaintiff has made a litigation demand upon 

WWC's Board.  As set forth below, the Board wrongfully refused plaintiff's demand. 

2. WWC is one of the world's largest hospitality companies.  As part of their normal 

business practices, WWC and its subsidiaries routinely collect their customers' personal and 

financial information, including payment card account numbers, expiration dates, and security 

codes.  WWC and its subsidiaries assure their customers that they will protect this sensitive 

private information.  However, as explained below, WWC failed to live up to this promise.   

3. This action arises out of the Individual Defendants' (as defined herein) 

responsibility for three separate data breaches.  In violation of their express promise to do so, 

and contrary to reasonable customer expectations, WWC and its subsidiaries failed to take 

reasonable steps to maintain their customers' personal and financial information in a secure 

manner.  As a result of WWC's complete and utter lack of appropriate security measures, thieves 

were able to steal sensitive personal and financial data from over 619,000 of the Company's 

customers.  For many of these victims, identity thieves have already utilized their personal 

information to commit fraud and other crimes.  For hundreds of thousands of others, constant 

vigilance of their financial and personal records will be required to protect themselves from the 

threat of having their identities stolen. 

4. 
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Among other things, the Individual Defendants failed to ensure that the Company and its 

subsidiaries implemented adequate information security policies and procedures (such as by 

employing firewalls) prior to connecting their local computer networks to other computer 

networks,.  Additionally, the Company's property management system server used an operating 

system so out of date that WWC's vendor stopped providing security updates for the operating 

system more than three years prior to the intrusions.  Further, the Individual Defendants allowed 

the Company's software to be configured inappropriately, resulting in the storage of payment 

card information in clear readable text.  These deficiencies, taken together, unreasonably and 

unnecessarily exposed consumers' personal data to unauthorized access and theft.   

5. The Individual Defendants aggravated the damage to the Company from the data 

breaches by failing to timely disclose the breaches in the Company's financial filings.  The first 

time WWC mentioned any of the three data breaches in a financial filing was on July 25, 2012, 

over two-and-a-half years after the third breach had occurred.  One week after this untimely 

disclosure, on August 1, 2012, the U.S. Securities and Exchange Commission ("SEC") sent a 

comment letter demanding that WWC timely disclose such incidents in future filings.   

6. The defendants' failures to implement appropriate internal controls at WWC 

designed to detect and prevent repetitive data breaches have severely damaged WWC.  The 

Company is currently a defendant in a lawsuit filed by the Federal Trade Commission ("FTC") 

alleging unfairness and deception-based violations of section 5 of the Federal Trade Commission 

Act ("FTC Act") (the "FTC Action").   

  The FTC Action poses the risk of tens of 

millions of dollars in further damages to the Company.  Moreover, WWC's failure to protect its 

Case 2:14-cv-01234-SRC-CLW   Document 12   Filed 05/02/14   Page 3 of 86 PageID: 214



- 4 - 

customers' personal and financial information has damaged its reputation with its customer base.  

7. Upon learning of these events, plaintiff sent a letter to WWC's Board demanding 

that the Board "take all necessary steps to investigate, address, and promptly remedy the harm 

inflicted upon [WWC]."  The Board consciously disregarded its duty to conduct a reasonable 

investigation upon receipt of a shareholder demand and refused to conduct any independent 

investigation whatsoever of the demand's allegations.  The Board refused plaintiff's demand 

based on the advice of conflicted counsel who could not, and did not, objectively evaluate the 

demand's allegations.  Because the Board failed to act in good faith and with due care (on the 

basis of a reasonable investigation), its decision to refuse plaintiff's demand was wrongful and is 

not protected by the business judgment rule.   

8. Plaintiff now brings this litigation on behalf of WWC to rectify the conduct of the 

individuals bearing ultimate responsibility for the Company's misconduct – the directors and 

senior management. 

JURISDICTION AND VENUE 

9. This Court has jurisdiction in this case over all causes of action asserted herein 

pursuant to 28 U.S.C. §1332(a)(2) because plaintiff and defendants are citizens of different states 

and the amount in controversy exceeds $75,000, exclusive of interest and costs.  This action is 

not a collusive action designed to confer jurisdiction on a court of the United States that it would 

not otherwise have. 

10. This Court has jurisdiction over each defendant named herein because each 

defendant is either a corporation that conducts business in and maintains operations in this 

District, or is an individual who has sufficient minimum contacts with this District so as to 

render the exercise of jurisdiction by the District Court permissible under traditional notions of 

fair play and substantial justice.   
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11. Venue is proper in this Court pursuant to 28 U.S.C. §1391(a) because: (i) WWC 

maintains its principal place of business in the District; (ii) one or more of the defendants either 

resides in or maintains executive offices in this District; (iii) a substantial portion of the 

transactions and wrongs complained of herein, including the defendants' primary participation in 

the wrongful acts detailed herein, and aiding and abetting and conspiracy in violation of 

fiduciary duties owed to WWC occurred in this District; and (iv) defendants have received 

substantial compensation in this District by doing business here and engaging in numerous 

activities that had an effect in this District. 

THE PARTIES 

Plaintiff 

12. Plaintiff Dennis Palkon was a shareholder of WWC at the time of the wrongdoing 

complained of, has continuously been a shareholder since that time, and is a current WWC 

shareholder.  Plaintiff is a citizen of Pennsylvania. 

Nominal Defendant 

13. Nominal defendant WWC is a Delaware corporation with principal executive 

offices located at 22 Sylvan Way, Parsippany, New Jersey.  Accordingly, WWC is a citizen of 

Delaware and New Jersey.  WWC is one of the world's largest hospitality companies, offering 

individual consumers and business customers a broad array of hospitality services and products 

across various accommodation alternatives through its portfolio of world-renowned brands.  

WWC operates through multiple subsidiaries which are grouped into three segments: vacation 

exchange and rentals, vacation ownership, and lodging.  WWC's lodging business is conducted 

through its subsidiary, Wyndham Hotel Group, LLC ("Hotel Group"), and Hotel Group's 

subsidiaries including Wyndham Hotels and Resorts Inc. ("Hotels and Resorts") and Wyndham 

Hotel Management Inc. ("Hotel Management").  Hotel Group franchises and manages more than 
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7,000 hotels under fifteen hotel brands. 

Defendants 

14. Defendant Stephen P. Holmes ("Holmes") is WWC's Chief Executive Officer 

("CEO") and Chairman of the Board and has been since July 2006 and a director and has been 

since May 2003.  Defendant Holmes knowingly, recklessly, or with gross negligence: (i) failed 

to implement a system of internal controls to protect customers' personal and financial 

information; (ii) caused or allowed the Company to conceal its data breaches from investors; and 

(iii) improperly refused plaintiff's litigation demand.  Defendant Holmes was at least grossly 

negligent in ignoring glaring red flags concerning the Company's deficient security measures 

after the first two data breaches.  WWC paid defendant Holmes the following compensation as 

an executive: 

Fiscal 
Year Salary 

Stock 
Awards 

Option 
Awards 

Non-Equity 
Incentive Plan 
Compensation 

All Other 
Compensation Total 

2012 $1,235,305 $4,500,000 $1,500,000 $3,458,855 $1,428,369 $12,122,529 

2011 $1,164,856 $4,125,000 $1,375,000 $3,494,568 $506,765 $10,666,189 

2010 $1,115,050 $3,750,000 $1,250,000 $2,984,991 $398,076 $9,498,117 

2009 $1,085,011 $922,500 $1,010,000 $2,712,528 $365,762 $6,095,801 

2008 $1,076,355 $1,250,000 $3,750,000 - $222,462 $6,298,817 

Defendant Holmes is a citizen of New Jersey. 

15. Defendant Eric A. Danziger ("Danziger") is WWC's President and CEO of Hotel 

Group and has been since December 2008.  Defendant Danziger knowingly, recklessly, or with 

gross negligence: (i) failed to implement a system of internal controls to protect customers' 

personal and financial information; and (ii) caused or allowed the Company to conceal its data 

breaches from investors.  Defendant Danziger was at least grossly negligent in ignoring glaring 

red flags concerning the Company's deficient security measures after the first two data breaches.  

WWC paid defendant Danziger the following compensation as an executive: 
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Fiscal 
Year Salary 

Stock 
Awards 

Option 
Awards 

Non-Equity 
Incentive Plan 
Compensation 

All Other 
Compensation Total 

2012 $554,820 $2,000,000 - $818,360 $258,595 $3,631,775 

2011 $528,966 $1,800,000 - $793,449 $178,644 $3,301,059 

2010 $509,696 $1,500,000 - $637,120 $113,091 $2,759,907 

2009 $500,009 $750,000 - $368,756 $143,444 $1,762,209 

2008 $28,847 $562,500 $187,500 - - $778,847 

Defendant Danziger is a citizen of Arizona. 

16. Defendant Scott G. McLester ("McLester") is WWC's Executive Vice President 

and General Counsel and has been since July 2006.  Defendant McLester knowingly, recklessly, 

or with gross negligence: (i) failed to implement a system of internal controls to protect 

customers' personal and financial information; (ii) caused or allowed the Company to conceal its 

data breaches from investors; and (iii) breached his duty of care and loyalty by conducting an 

improper investigation of plaintiff's litigation demand.  Defendant McLester was at least grossly 

negligent in ignoring glaring red flags concerning the Company's deficient security measures 

after the first two data breaches.  Defendant McLester is a citizen of New Jersey. 

17. Defendant James E. Buckman ("Buckman") is WWC's Lead Director and has 

been since March 2010 and a director and has been since May 2003.  Defendant Buckman 

knowingly or recklessly: (i) failed to implement a system of internal controls to protect 

customers' personal and financial information; (ii) caused or allowed the Company to conceal its 

data breaches from investors; and (iii) improperly refused plaintiff's litigation demand.  WWC 

paid defendant Buckman the following compensation as a director:  

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $142,611 $217,404 $39,431 $399,446 

2011 $132,566 $132,429 $17,253 $282,248 

2010 $93,429 $93,314 $16,928 $203,671 

2009 $79,021 $78,975 $10 $158,006 

2008 $79,028 $78,984 $15 $158,027 
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Defendant Buckman is a citizen of New York. 

18. Defendant Michael H. Wargotz ("Wargotz") is a WWC director and has been 

since July 2006.  Defendant Wargotz is also Chairman of WWC's Audit Committee and has been 

since at least March 2007.  Defendant Wargotz knowingly or recklessly: (i) failed to implement a 

system of internal controls to protect customers' personal and financial information; (ii) caused 

or allowed the Company to conceal its data breaches from investors; and (iii) improperly refused 

plaintiff's litigation demand.  WWC paid defendant Wargotz the following compensation as a 

director: 

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $137,635 $212,353 $37,659 $387,647 

2011 $127,550 $127,432 $23,092 $278,074 

2010 $96,549 $96,446 $21,507 $214,502 

2009 $89,023 $88,974 $24 $178,021 

2008 $89,047 $88,972 $23 $178,042 

Defendant Wargotz is a citizen of New York. 

19. Defendant George Herrera ("Herrera") is a WWC director and has been since July 

2006.  Defendant Herrera is also a member of WWC's Audit Committee and has been since at 

least March 2007.  Defendant Herrera knowingly or recklessly: (i) failed to implement a system 

of internal controls to protect customers' personal and financial information; (ii) caused or 

allowed the Company to conceal its data breaches from investors; and (iii) improperly refused 

plaintiff's litigation demand.  WWC paid defendant Herrera the following compensation as a 

director: 

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $132,575 $207,404 $34,407 $374,386 

2011 $122,581 $122,436 $18,545 $263,562 

2010 $92,549 $92,434 $14,178 $199,161 

2009 $85,018 $84,979 $10 $170,007 

2008 $85,048 $84,974 $8,359 $178,381 
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Defendant Herrera is a citizen of Virginia. 

20. Defendant Pauline D.E. Richards ("Richards") is a WWC director and has been 

since July 2006.  Defendant Richards is also a member of WWC's Audit Committee and has 

been since at least March 2007.  Defendant Richards knowingly or recklessly: (i) failed to 

implement a system of internal controls to protect customers' personal and financial information; 

(ii) caused or allowed the Company to conceal its data breaches from investors; and (iii) 

improperly refused plaintiff's litigation demand.  WWC paid defendant Richards the following 

compensation as a director:  

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $127,599 $202,405 $44,713 $374,717 

2011 $117,553 $117,439 $37,728 $272,720 

2010 $88,818 $88,685 $29,147 $206,650 

2009 $83,773 $83,714 $3,030 $170,517 

2008 $83,801 $83,701 $10 $167,512 

Defendant Richards is a citizen of Bermuda. 

21. Defendant Myra J. Biblowit ("Biblowit") is a WWC director and has been since 

July 2006.  Defendant Biblowit knowingly or recklessly: (i) failed to implement a system of 

internal controls to protect customers' personal and financial information; (ii) caused or allowed 

the Company to conceal its data breaches from investors; and (iii) improperly refused plaintiff's 

litigation demand.  WWC paid defendant Biblowit the following compensation as a director:  

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $123,837 $198,687 $34,702 $357,226 

2011 $113,817 $113,677 $48,595 $276,089 

2010 $86,295 $86,198 $40,771 $213,264 

2009 $81,258 $81,227 $9,316 $171,801 

2008 $81,319 $81,208 $8,383 $170,910 

Defendant Biblowit is a citizen of New York. 

22. Defendant Brian Mulroney ("Mulroney") is a WWC director and has been since 
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July 2006.  Defendant Mulroney knowingly or recklessly: (i) failed to implement a system of 

internal controls to protect customers' personal and financial information; (ii) caused or allowed 

the Company to conceal its data breaches from investors; and (iii) improperly refused plaintiff's 

litigation demand.  WWC paid defendant Mulroney the following compensation as a director: 

Fiscal Year Fees Paid in Cash Stock Awards 
All Other 

Compensation Total 

2012 $131,305 $206,180 $77,800 $415,285 

2011 $121,342 $121,172 $57,926 $300,440 

2010 $92,549 $92,434 $50,100 $235,083 

2009 $85,019 $84,979 $8,913 $178,911 

2008 - $170,006 $2,007 $172,013 

Defendant Mulroney is a citizen of Canada. 

23. Defendant Steven A. Rudnitsky ("Rudnitsky") was WWC's President and CEO of 

Hotel Group from July 2006 to September 2008.  Defendant Rudnitsky knowingly, recklessly, or 

with gross negligence: (i) failed to implement a system of internal controls to protect customers' 

personal and financial information; and (ii) caused or allowed the Company to conceal its data 

breaches from investors.  Defendant Rudnitsky was at least grossly negligent in ignoring glaring 

red flags concerning the Company's deficient security measures after the first two data breaches.  

WWC paid defendant Rudnitsky the following compensation as an executive: 

Fiscal Year Salary 
Stock 

Awards 
Option 
Awards 

All Other 
Compensation Total 

2008 $412,125 $1,460,435 $709,036 $2,255,021 $4,836,617 

Defendant Rudnitsky is a citizen of New Jersey. 

24. Doe Defendants 1-10 are sued herein under fictitious names for the reason that 

their true names and identities are presently unknown to plaintiff except that they are officers and 

employees of WWC or its subsidiaries.  Each of the fictitiously named defendants is responsible 

in some manner for the conduct alleged herein and for the damages suffered by the Company.  

Plaintiff will seek to amend this Complaint and include these Doe Defendants' true names and 
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capacities when they are ascertained.   

25. The defendants identified in ¶¶14-16, 23, and Doe Defendants 1-10 described in 

¶24 are referred to herein as the "Officer Defendants."  The defendants identified in ¶¶14, 17-22 

are referred to herein as the "Director Defendants."  The defendants identified in ¶¶18-20 are 

referred to herein as the "Audit Committee Defendants."  Collectively, the defendants identified 

in ¶¶14-23, and Doe Defendants 1-10 described in ¶24, are referred to herein as the "Individual 

Defendants." 

DUTIES OF THE INDIVIDUAL DEFENDANTS 

Fiduciary Duties 

26. By reason of their positions as officers and directors of the Company, each of the 

Individual Defendants owed and owe WWC and its shareholders fiduciary obligations of trust, 

loyalty, good faith, and due care, and were and are required to use their utmost ability to control 

and manage WWC in a fair, just, honest, and equitable manner.  The Individual Defendants were 

and are required to act in furtherance of the best interests of WWC and not in furtherance of their 

personal interest or benefit. 

27. To discharge their duties, the officers and directors of WWC were required to 

exercise reasonable and prudent supervision over the management, policies, practices, and 

controls of the financial affairs of the Company.  By virtue of such duties, the officers and 

directors of WWC were required to, among other things: 

(a) devise and maintain a system of internal controls sufficient to ensure that 

the Company's customers' personal and financial information is protected;   

(b) ensure that the Company timely and accurately informed investors 

regarding any material data breach; 

(c) conduct the affairs of the Company in an efficient, business-like manner in 
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compliance with all applicable laws, rules, and regulations so as to make it possible to provide 

the highest quality performance of its business, to avoid wasting the Company's assets, and to 

maximize the value of the Company's stock; and 

(d) remain informed as to how WWC conducted its operations, and, upon 

receipt of notice or information of imprudent or unsound conditions or practices, make 

reasonable inquiry in connection therewith, and take steps to correct such conditions or practices. 

Breaches of Duties 

28. The conduct of the Individual Defendants complained of herein involves a 

knowing and culpable violation of their obligations as officers and directors of WWC, the 

absence of good faith on their part, and a reckless disregard for their duties to the Company that 

the Individual Defendants were aware or reckless in not being aware posed a risk of serious 

injury to the Company.  

29. The Individual Defendants, because of their positions of control and authority as 

officers and/or directors of WWC, were able to and did, directly or indirectly, exercise control 

over the wrongful acts complained of herein.  The Individual Defendants also failed to prevent 

the other Individual Defendants from taking such illegal actions.  As a result, and in addition to 

the damage the Company has already incurred, WWC has expended, and will continue to 

expend, significant sums of money. 

Additional Duties of the Audit Committee Defendants  

30. In addition to the general duties discussed above, under its Charter, which has 

been in place since at least October 2008, the Audit Committee Defendants, defendants Wargotz, 

Herrera, and Richards, owed specific duties to WWC to assist the Board in overseeing "the 

integrity of the Company's financial statements" and "the Company's systems of disclosure 
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controls and procedures, and internal controls over financial reporting."  Moreover, the Audit 

Committee's Charter provides that defendants Wargotz, Herrera, and Richards owed duties to 

WWC to oversee and monitor "the Company's compliance with legal and regulatory 

requirements."  The Audit Committee met fifteen times in 2008 and 2009, fourteen times in 

2010, eleven times in 2011, and nine times in 2012.  As a result of these meetings and their 

duties pursuant to the Audit Committee Charter, the Audit Committee Defendants knew or 

recklessly disregarded that: (i) WWC's financial statements concealed the Company's data breach 

issues; and (ii) WWC lacked appropriate security measures to avoid continuing data breaches.   

CONSPIRACY, AIDING AND ABETTING, AND CONCERTED ACTION 

31. In committing the wrongful acts alleged herein, the Individual Defendants have 

pursued, or joined in the pursuit of, a common course of conduct, and have acted in concert with 

and conspired with one another in furtherance of their common plan or design.  In addition to the 

wrongful conduct herein alleged as giving rise to primary liability, the Individual Defendants 

further aided and abetted and/or assisted each other in breaching their respective duties. 

32. The Individual Defendants engaged in a conspiracy, common enterprise, and/or 

common course of conduct.  During this time, the Individual Defendants failed to timely and 

accurately inform investors regarding the full scope of the data breaches.   

33. The purpose and effect of the Individual Defendants' conspiracy, common 

enterprise, and/or common course of conduct was, among other things, to disguise the Individual 

Defendants' violations of law, breaches of fiduciary duty, and waste of corporate assets; and to 

conceal adverse information concerning the Company's operations.  

34. The Individual Defendants accomplished their conspiracy, common enterprise, 

and/or common course of conduct by allowing the Company to purposefully or recklessly 
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conceal the data breaches affecting over 619,000 customers.  Because the actions described 

herein occurred under the authority of the Board, each of the Individual Defendants was a direct, 

necessary, and substantial participant in the conspiracy, common enterprise, and/or common 

course of conduct complained of herein. 

35. Each of the Individual Defendants aided and abetted and rendered substantial 

assistance in the wrongs complained of herein.  In taking such actions to substantially assist the 

commission of the wrongdoing complained of herein, each Individual Defendant acted with 

knowledge of the primary wrongdoing, substantially assisted in the accomplishment of that 

wrongdoing, and was aware of his or her overall contribution to and furtherance of the 

wrongdoing. 

BACKGROUND OF THE COMPANY AND ITS PRIVACY POLICY 

36. WWC is a hospitality business that, through its subsidiaries, franchises and 

manages hotels and sells timeshares.  The Company conducts its business through three 

subsidiaries, including Hotel Group.  Hotel Group's wholly-owned subsidiaries, Hotels and 

Resorts and Hotel Management, licensed the Wyndham brand name to approximately ninety 

independently-owned hotels under franchise or management agreements (collectively hereinafter 

"Wyndham-branded hotels").    

37. Hotels and Resorts operates a website where consumers can make reservations at 

any Wyndham-branded hotel.  In addition, some Wyndham-branded hotels operate their own 

individual websites, which describe the individual hotel and its amenities.  Customers making 

reservations from a Wyndham-branded hotel's individual website are directed back to Hotels and 

Resorts' website to make the reservation.   

38. Hotels and Resorts routinely disseminated, or caused to be disseminated, privacy 

policies or statements on its website to their customers and potential customers.  Hotels and 
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Resorts promises the Company's customers, among other things, to "safeguard [their] 

personally identifiable information by using standard industry practices."   

Identity Theft Is a Severe Problem that Has Become a Focus of the U.S. Government 

39. Notwithstanding its promise and duties to protect its customers' sensitive personal 

and financial information, WWC allowed the sensitive and private information of hundreds of 

thousands of its customers to be stolen.  WWC's failure to protect its customers' sensitive 

personal and financial information exposes victims to identity theft.  Identity theft occurs when 

someone wrongfully obtains another's personal information without their knowledge to commit 

theft or fraud.   

40. Armed with a person's personal and financial information, identity thieves can 

encode the victim's account information onto a different card with a magnetic strip creating a 

counterfeit card that can be used to make fraudulent purchases.  With the addition of a victim's 

personal identification number, a thief can use the counterfeit card to withdraw money from that 

person's bank account.   

41. Identity thieves can cause further damage to their victims by using personal 

information to open new credit and utility accounts, receive medical treatment on their health 

insurance, or even obtain a driver's license. Once a person's identity has been stolen, reporting, 

identifying, monitoring, and repairing the victim's credit is a cumbersome, expensive, and time-

consuming process.  In addition to the frustration of having to identify and close affected 

accounts, correct information in their credit reports, victims of identity theft often incur costs 

associated with defending themselves against civil litigation brought by creditors.  Victims also 

suffer the burden of having difficulty obtaining new credit.  Moreover, victims of identity theft 

must monitor their credit reports for future inaccuracies as fraudulent use of stolen personal 

information may persist for several years.  
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42. Annual monetary losses from identity theft are in the billions of dollars.  

According to The President's Identity Theft Task Force Report dated April 2007, on a strategic 

plan to combat identity theft:  

In addition to the losses that result when identity thieves fraudulently open 

accounts or misuse existing accounts, ... individual victims often suffer indirect 

financial costs, including the costs incurred in both civil litigation initiated by 

creditors and in overcoming the many obstacles they face in obtaining or retaining 

credit.  Victims of non-financial identity theft, for example, health-related or 

criminal record fraud, face other types of harm and frustration.  

In addition to out-of-pocket expenses that can reach thousands of dollars for the 

victims of new account identity theft, and the emotional toll identity theft can 

take, some victims have to spend what can be a considerable amount of time to 

repair the damage caused by the identity thieves. Victims of new account identity 

theft, for example, must correct fraudulent information in their credit reports and 

monitor their reports for future inaccuracies, close existing bank accounts and 

open new ones, and dispute charges with individual creditors.  

43. The significant impact identity theft and the failure to secure personal information 

can cause has led to the enactment of numerous privacy-related laws aimed toward protecting 

consumer information and disclosure requirements, including, for example: (i) FTC Act, 15 

U.S.C. §§41-58; (ii) Fair Credit Reporting Act; (iii) Fair and Accurate Credit Transactions Act; 

(iv) Gramm-Leach-Bliley Act; (v) Driver's Privacy Protection Act; (vi) Health Insurance 

Portability and Accountability Act; (vii) The Privacy Act of 1974; (viii) Social Security Act 

Amendments of 1990; (ix) E-Government Act of 2002; and (x) Federal Information Security 

Management Act of 2002.  

44. The Individual Defendants were fully aware of the ramifications of failing to keep 

customers' data secure and knew that the Company could be subject to costly government 

enforcement actions and private litigation.  As stated in the risk disclosures in the Company's 

Annual Report on Form 10-K filed with the SEC on February 15, 2013: 

In connection with our business, we and our service providers collect and retain 

large volumes of certain types of personally identifiable and other information 
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pertaining to our customers, stockholders and employees. Such information 

includes but is not limited to large volumes of customer credit and payment card 

information. The legal, regulatory and contractual environment surrounding 

information security and privacy is constantly evolving and the hospitality 

industry is under increasing attack by cyber-criminals in the U.S. and other 

jurisdictions in which we operate. A significant actual or potential theft, 

loss, fraudulent use or misuse of customer, stockholder, employee or our data 

by cybercrime or otherwise, non-compliance with our contractual or other legal 

obligations regarding such data or a violation of our privacy and security 

policies with respect to such data could adversely impact our reputation and 

could result in significant costs, fines, litigation or regulatory action against us. 

THE INDIVIDUAL DEFENDANTS' FAILURE TO PROTECT CUSTOMERS' 
INFORMATION LEADS TO THREE SEPARATE DATA BREACHES 

45. Despite the severe ramifications of failing to keep customers' data secure, 

between April 2008 and January 2010, the Individual Defendants caused or allowed WWC to 

suffer from three separate data breaches.  In particular, intruders were able to gain unauthorized 

access to Hotels and Resorts' computer network, including the Wyndham-branded hotels' 

property management systems.  The intruders used similar techniques on each of the three 

separate data breaches to access personal information stored on the Wyndham-branded hotels' 

property management system servers, including customers' payment card account numbers, 

expiration dates, and security codes.  After discovering each of the first two breaches, the 

Individual Defendants failed to take appropriate steps in a reasonable time frame to prevent the 

further compromise of the Hotels and Resorts' network. 

The First Breach  

46. In April 2008, intruders first gained access to a Phoenix, Arizona, Wyndham-

branded hotel's local computer network.  The hotel's local network was also connected to Hotels 

and Resorts' network through the hotel's property management system.  Using this access, in 

May 2008, the intruders attempted to compromise an administrator account on the Hotels and 

Resorts' network by guessing multiple user IDs and passwords – known as a brute force attack.  
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47. This brute force attack caused multiple user account lockouts over several days, 

including one instance in which 212 user accounts were locked out, before the intruders were 

ultimately successful.  Account lockouts occur when a user inputs an incorrect password multiple 

times, and are a well-known warning sign that a computer network is being attacked.  WWC did 

not have an adequate inventory of the Wyndham-branded hotels' computers connected to its 

network, and, therefore, although the Company was able to determine that the account lockouts 

were coming from two computers on Hotels and Resorts' network, it was unable to physically 

locate those computers.  As a result, WWC did not determine that the Hotels and Resorts' 

network had been compromised until almost four months later.  

48. The intruders' brute force attack led to the compromise of an administrator 

account on the Hotels and Resorts' network.  Because WWC did not appropriately limit access 

between and among the Wyndham-branded hotels' property management systems, the Hotels and 

Resorts' own corporate network, and the Internet – such as through the use of firewalls – once 

the intruders had access to the administrator account, they were able to gain unfettered access to 

the property management system servers of a number of Wyndham branded hotels.    

49. Additionally, the Phoenix, Arizona, hotel's property management system server 

was using an operating system that its vendor had stopped supporting, including providing 

security updates and patch distribution, more than three years prior to the intrusion.  The 

Individual Defendants knew or recklessly disregarded that the hotel was using this unsupported 

and insecure server, yet continued to allow it to connect to Hotels and Resorts' computer 

network.  

50. In this first breach, the intruders installed memory-scraping malware on numerous 

Wyndham-branded hotels' property management system servers, thereby accessing payment card 
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data associated with the authorization of payment card transactions that was present temporarily 

on the hotels' servers.  In addition, the intruders located files on some of the Wyndham-branded 

hotels' property management system servers that contained payment card account information for 

large numbers of consumers, stored in clear readable text.  These files were created and stored in 

clear text because WWC had allowed the property management systems to be configured 

inappropriately to create these files and store the payment card information that way.  

51. As a result of WWC's complete and utter lack of reasonable data security 

practices, intruders were able to gain unauthorized access to the Hotels and Resorts' corporate 

network, and the property management system servers of forty-one Wyndham-branded hotels – 

twelve managed by Hotel Management and twenty-nine franchisees of Hotels and Resorts.  This 

resulted in the compromise of more than 500,000 payment card accounts, and the export of 

hundreds of thousands of consumers' payment card account numbers to a domain registered in 

Russia.  

The Second Breach 

52. In March 2009, approximately six months after the Individual Defendants 

discovered the first breach, intruders were able again to gain unauthorized access to the Hotels 

and Resorts' network.  This time, the intruders gained access to the network through a service 

provider's administrator account in the Phoenix, Arizona, data center.  The Company, however, 

did not immediately learn about the breach due to its faulty security controls.    

53. In May 2009, WWC learned that several Wyndham-branded hotels had received 

complaints from consumers about fraudulent charges made to their payment card accounts after 

using those cards to pay for stays at Wyndham-branded hotels.  At that point, the Company 

searched Hotels and Resorts' network for the memory-scraping malware used in the previous 

attack, and found it on the property management system servers of more than thirty Wyndham-
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branded hotels.  As a result of WWC's failure to monitor Hotels and Resorts' network for the 

malware used in the previous attack, hackers had unauthorized access to the Hotels and Resorts' 

network for approximately two months.  

54. In addition to again using memory-scraping malware to access personal 

information, in this second breach, the intruders reconfigured software at the Wyndham-branded 

hotels to cause their property management systems to create clear text files containing the 

payment card account numbers of guests using their payment cards at the hotels.  

55. Ultimately, the intruders exploited the Company's data security vulnerabilities to 

gain access to the Hotels and Resorts' network and the property management system servers of 

thirty-nine Wyndham-branded hotels – nine of which were managed by Hotel Management and 

thirty franchisees of Hotels and Resorts.  In this second incident, the intruders were able to 

access information for more than 50,000 consumer payment card accounts and use that 

information to make fraudulent charges on consumers' accounts.  

The Third Breach  

56. In late 2009, intruders again compromised an administrator account on Hotels and 

Resorts' network.  Because WWC had still not adequately limited access between and among the 

Wyndham-branded hotels' property management systems, Hotels and Resorts' corporate network, 

and the Internet – such as through the use of firewalls – once the intruders had access to this 

administrator account, they were able again to access multiple Wyndham-branded hotels' 

property management system servers.  As in the previous attacks, the intruders installed 

memory-scraping malware to access payment card account information held at the Wyndham-

branded hotels.  

57. Again, WWC did not detect this intrusion itself, but rather learned of the breach 

from a credit card issuer.  The credit card issuer contacted WWC in January 2010, and indicated 
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that the account numbers of credit cards it had issued were used fraudulently shortly after its 

customers used their credit cards to pay for stays at Wyndham-branded hotels.  

58. As a result of WWC's security failures, in this instance, intruders compromised 

Hotels and Resorts' corporate network and the property management system servers of twenty-

eight Wyndham-branded hotels – eight managed by Hotel Management and twenty franchisees 

of Hotels and Resorts.  As a result of this third incident, the intruders were able to access 

information for approximately 69,000 consumer payment card accounts and again make 

fraudulent purchases on those accounts.  In total, the three data breaches affected more than 

619,000 of the Company's customers.  

FTC Investigation and Resulting Lawsuit 

59.  

  

 

   

60. Over two years later, on June 26, 2012, the FTC filed a lawsuit against WWC and 

three of its subsidiaries in connection with the three data breaches.  The FTC's complaint charges 

that WWC's security practices were unfair and deceptive in violation of the FTC Act.  According 

to the FTC, WWC failed to remedy known security vulnerabilities, employ reasonable measures 

to detect unauthorized access, and follow proper incident response procedures following the first 

breach in April 2008.  Thus, the Company remained vulnerable to attacks that took place the 

following year. 

61. As further detailed below, the Individual Defendants kept the three data breaches, 

the FTC investigation, and the FTC Action hidden from the Company's shareholders.  
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The Individual Defendants Knew or Should Have Known that the Company's Customers 

Were Vulnerable to Attack Yet Failed to Implement Appropriate Security Measures 

  

62. WWC recognizes that its customers' personal and financial information is highly 

sensitive and must be protected.  Moreover, as discussed above, WWC promises its customers 

that it will "maintain 'fire walls' and other appropriate safeguards to ensure" customers' 

information.  WWC and its subsidiaries' Privacy Policy, revised as of October 2008, states: 

We recognize the importance of protecting the privacy of individual-specific 

(personally identifiable) information collected about guests, callers to our 

central reservation centers, visitors to our Web sites, and members participating 

in our Loyalty Program (collectively, "Customers"). 

*   *   * 

This Policy applies to residents of the United States, hotels of our Brands located 

in the United States, and Loyalty Program activities in the United States only. 

*   *   * 

We safeguard our Customers' personally identifiable information by using 

standard industry practices.  Although "guaranteed security" does not exist on or 

off the Internet, we make commercially reasonable efforts to make our collection 

of such Information consistent with all applicable laws and regulations. 

*   *   * 

We take commercially reasonable efforts to create and maintain "fire walls" and 

other appropriate safeguards to ensure that to the extent we control the 

Information, the Information is used only as authorized by us and consistent with 

this Policy, and that the Information is not improperly altered or destroyed.
1
  

63. 

 

 

                                                 
1
 There is a link to the privacy policy on each page of the Hotels and Resorts' website, including 

its reservations page. 
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64. Despite being confronted with the Company's blatantly inadequate security 

measures, the Individual Defendants failed to implement a system that would provide reasonable 

and appropriate security for the personal information collected and maintained by Hotels and 

Resorts, Hotel Management, and the Wyndham-branded hotels.  The Individual Defendants 

caused or allowed the Company to engage in a number of practices that, taken together, 

unreasonably and unnecessarily exposed consumers' personal data to unauthorized access and 

theft.  Among other things, the Individual Defendants:  

(a) failed to employ reasonable measures to detect and prevent unauthorized 

access to the computer networks of the Company, its subsidiaries, and its branded hotels or to 

conduct security investigations;  

(b) failed to implement proper incident response procedures, including 

monitoring Hotels and Resorts' computer network for malware used in previous intrusions; 

(c) allowed WWC to operate with out-of-date operating systems and security 

measures; 
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(d) failed to remedy known security vulnerabilities on Wyndham-branded 

hotels' servers that were connected to Hotels and Resorts' computer network, thereby putting 

personal information held by Wyndham-branded hotels at risk.  For example, the Company 

permitted Wyndham-branded hotels to connect insecure servers to the Hotels and Resorts' 

network, including servers using outdated operating systems that could not receive security 

updates or patches to address known security vulnerabilities; 

(e) failed to use readily available and widely used security measures to limit 

access between and among the Wyndham-branded hotels' property management systems, the 

Hotels and Resorts' corporate network, and the Internet, including such basic measures as 

employing firewalls; and 

(f) failed to require WWC to employ commonly-used methods to require user 

IDs and passwords that are difficult for hackers to guess.  The Company did not require the use 

of complex passwords for access to the Wyndham-branded hotels' property management systems 

and allowed the use of easily guessed passwords.  For example, to allow remote access to a 

hotel's property management system, which was developed by software developer Micros 

Systems, Inc., the Company used the phrase "micros" as both the user ID and the password. 

65. The Individual Defendants knew or should have known that the Company's 

deficient security systems and unreasonably vulnerable technologies would cause third parties to 

attack these systems and to obtain access to the data provided by its Customers.  The Individual 

Defendants, however, failed to take corrective measures to update the systems and technologies 

of the Company and its subsidiaries.   

THE INDIVIDUAL DEFENDANTS' FAILURE TO TIMELY DISCLOSE THE THREE 
DATA BREACHES LEADS TO SEC INTERVENTION 

66. The Individual Defendants caused or allowed the Company to conceal its data 
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breach issues from shareholders.  The first time WWC mentioned any of the three data breaches 

was in the Company's Quarterly Report on Form 10-Q filed with the SEC on July 25, 2012, 

when it announced the filing of the FTC Action.  The Form 10-Q stated: 

On June 26, 2012, the U.S. Federal Trade Commission ("FTC") filed a lawsuit in 

Federal District Court for the District of Arizona against the Company and its 

subsidiaries, Wyndham Hotel Group, LLC, Wyndham Hotels & Resorts Inc. and 

Wyndham Hotel Management Inc., alleging unfairness and deception-based 

violations of Section 5 of the FTC Act in connection with three prior data breach 

incidents involving a group of Wyndham brand hotels. 

67. One week after this disclosure regarding the "three prior data breach incidents," 

on August 1, 2012, the SEC sent a comment letter demanding WWC to timely disclose such 

incidents in future filings "in order to provide proper context for the [Company's] risk factor 

disclosure."  The SEC comment letter stated: 

We note you disclose that you and your service providers collect and retain 

significant volumes of certain types of personally identifiable and other 

information pertaining to your customers, stockholders and employees and that a 

significant actual or potential theft, loss, fraudulent use or misuse of customer, 

stockholder, employee or your data by cybercrime or otherwise could adversely 

impact your reputation and could result in significant costs, fines, litigation or 

regulatory action against you. We note the disclosure in your latest Form 10-Q 

referencing "three prior data breach incidents involving a group of Wyndham 

brand hotels." Beginning with your next Form 10-Q, please state that you have 

experienced data breach incidents in the past in order to provide the proper 

context for your risk factor disclosure. Please refer to the Division of 

Corporation Finance's Disclosure Guidance Topic No. 2 at 

http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm for 

additional information.  

DAMAGES TO WWC 

68. As a result of the Individual Defendants' improprieties, thieves were able to steal 

sensitive personal and financial data from at least 619,000 WWC customers.  WWC's failure to 

protect its customers' personal and financial information has damaged its reputation with its 

customer base.  In addition to price, WWC's current and potential customers consider a 

company's ability to protect their personal and financial information when choosing where to 
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book their travel arrangements.  Customers are less likely to book at hotels that cannot be trusted 

to safeguard their sensitive private information.   

69. Further, as a direct and proximate result of the Individual Defendants' actions, 

WWC has expended, and will continue to expend, significant sums of money.  Such 

expenditures include, but are not limited to: 

(a) costs incurred from defending and paying any settlement in the pending 

FTC Action filed against the Company; 

(b) costs incurred from cooperating with the FTC investigation into the data 

breaches;  

(c) costs incurred from the Company's internal investigation into the data 

breaches, including, but not limited to, expense for legal, investigative, and consulting fees;  

(d) costs incurred from expenses and capital investments for remediation 

activities; 

(e) costs incurred from notifying customers, sorting improper charges from 

legitimate charges, and reimbursing customers for improper charges; and 

(f) costs incurred from compensation and benefits paid to the defendants who 

have breached their duties to WWC. 

DERIVATIVE AND DEMAND ALLEGATIONS 

70. Plaintiff was a shareholder of WWC at the time of the wrongdoing complained of, 

has continuously been a shareholder since that time, and is a current WWC shareholder. 

71. Plaintiff brings this action derivatively in the right and for the benefit of WWC to 

redress injuries suffered, and to be suffered, by WWC as a direct result of the Individual 

Defendants' breaches of fiduciary duty.  WWC is named as a nominal defendant solely in a 

derivative capacity.  This is not a collusive action to confer jurisdiction on this Court that it 
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would not otherwise have. 

72. Plaintiff will adequately and fairly represent the interests of WWC in enforcing 

and prosecuting its rights. 

73. Plaintiff made a demand upon WWC's Board to investigate and remedy the 

violations of law described herein.  As set forth below, the Board did not act in good faith or 

with due care (on the basis of a reasonable investigation) in responding to plaintiff's demand.  

Accordingly, the Board's refusal of plaintiff's demand was wrongful and is not entitled to the 

protection of the business judgment rule.  Plaintiff, therefore, has the right to bring this action on 

WWC's behalf.   

74. On June 11, 2013, plaintiff, through his counsel, sent a letter to WWC's Board 

explaining that he was concerned with "the damages incurred by [WWC] due to the blatantly 

inadequate security measures instituted to protect its computer systems and its customers' 

personal information stored on those systems" (the "Litigation Demand").  In the Litigation 

Demand, plaintiff identified himself as a WWC shareholder and detailed that: 

[O]ver the past two years, intruders accessed the Company's and/or its 

subsidiaries' networks on three separate occasions.  In all three instances, hackers 

accessed the Company's consumer data through its Phoenix, Arizona, facility.  As 

a result, over 600,000 of the Company's customers had their payment card 

account information sent to a domain registered in Russia.  These security 

breaches led to fraudulent charges on these customer accounts worth over $10.5 

million. 

Plaintiff then demanded that an independent and disinterested committee of the Board investigate 

four matters: (i) which current or former Company employees, officers, and/or directors were 

responsible for overseeing the Company's internal controls concerning its protection of personal 

customer information; (ii) which current or former Company employees, officers, and/or 

directors were responsible for the violations of the FTC Act; (iii) which current or former 

Company employees, officers, and/or directors received reports of the previous security 
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breaches, yet still failed to act to safeguard personal customer information; and (iv) the extent of 

the damages incurred by WWC as a result of the foregoing.  A true and correct copy of the 

Litigation Demand is attached hereto as Exhibit A.  

75. On June 28, 2013, defendant McLester sent a letter responding to the Litigation 

Demand.  In his letter, defendant McLester stated that he had "provided [plaintiff's Litigation 

Demand] to [WWC's] Board, and it will be addressed by the Board in due course."  Further, he 

requested that plaintiff "provide sufficient information to confirm [plaintiff's] status as a [WWC] 

shareholder at the time the events underlying [the Litigation Demand] occurred and/or when you 

sent your demand letter."  Defendant McLester stated that "[w]ithout information sufficient to 

show that [plaintiff] was a [WWC] shareholder during the relevant time, we cannot conclude that 

he has standing to pursue a derivative demand."  Defendant McLester also noted that the Board 

had received a "virtually identical letter" from a different WWC shareholder in November 2012 

(the "Previous Shareholder Demand") (together with plaintiffs' Litigation Demand, the 

"Litigation Demands").  A true and correct copy of defendant McLester's June 28, 2013 letter is 

attached hereto as Exhibit B.  

76. Defendant McLester's letter sdemonstrates that the Board had already prejudged 

the Litigation Demand and was only concerned with the potential liability it and management 

faced, not investigating the underlying facts of the Litigation Demand.  In particular, defendant 

McLester's pretextual demand that plaintiff provide documents showing that he held stock during 

the times of the data breaches in order to prove he has "standing" to pursue a demand is without 

legal basis.  As plaintiff explained in his July 3, 2013 letter responding to the June 28, 2013 

letter, Delaware law has rejected the notion that a shareholder must "prove standing to pursue a 

derivative action at the time of making a demand." Rather, as plaintiff noted, defendant McLester 
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appeared to "conflate the standards for making a litigation demand upon a company with the 

requirements for a shareholder to have standing to sue derivatively."  Plaintiff stated that while 

he would not provide defendant McLester with the information he had requested, "[i]f at some 

time in the future you can articulate the relevance of providing the proof you requested to the 

Board, we will revisit our decision at that point."  A true and correct copy of plaintiff's July 3, 

2013, letter is attached hereto as Exhibit C.  

77. Defendant McLester never attempted to articulate the relevance of this 

information.  Further, neither he nor the Board ever informed plaintiff that they requested this 

information because they had not been able to independently ascertain his status as a WWC 

shareholder, if that was the reason for their request.   

78.  
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81.  

  

 

  

 

 

  

82. Two weeks later, and after not responding to plaintiff's August 6, 2013 letter 

requesting defendant McLester provide an update on the status of the Board's investigation of the 

Litigation Demand, on August 20, 2013, defendant McLester sent a letter to plaintiff's counsel 

stating that "the Audit Committee and the Board have considered [the Litigation Demand] and 

have determined that it is not in the best interests of [WWC] to pursue the claims outlined in [the 

Litigation Demand] at this time" (the "Demand Refusal Letter").  The Demand Refusal Letter 
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stated that the Board refused plaintiff's Litigation Demand for the same reasons it had refused the 

Previous Shareholder Demand, and attached a copy of a letter dated March 15, 2013, that 

explained those reasons (the "March 15, 2013 Letter").
2
  The Demand Refusal Letter claimed that 

the Board's earlier decision was based on "a number of considerations" that "continue to apply 

and counsel against pursuing the claims outlined in [plaintiff's Litigation Demand]," including: 

(i) "[WWC] has strong defenses to the FTC's allegations"; (ii) "commencing litigation against 

allegedly responsible individuals would impair [WWC's] defenses in the FTC's lawsuit"; (iii) 

"the claims contemplated are not yet ripe"; (iv) "there has been no material damage to [WWC's] 

shareholders as a result of the FTC's lawsuit or the conduct at issue in that lawsuit"; and (v) 

"there would be significant legal barriers to the claims."  True and correct copies of the Demand 

Refusal Letter and the March 15, 2013 Letter are attached hereto as Exhibits D and E, 

respectively.   

   

 

 

     

 

                                                 
2
 Plaintiff's counsel here also represented the shareholder that sent the Previous Shareholder 

Demand. 
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91.  
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92. Plaintiff was unaware of the Board's failure to independently and in good faith 

consider his Litigation Demand until the Company agreed to provide him with certain documents 

in response to an inspection demand made pursuant 8 Delaware General Corporation Law Code 

section 220 (the "Inspection Demand").  In the Inspection Demand, plaintiff sought to inspect all 

Company documents relating to the Board's evaluation and refusal of his Litigation Demand 

("Requests 1-5"), as well as documents reflecting any remedial measures taken by the Company 

relating to the allegations of the Litigation Demand ("Request 6") for the proper purpose of 

"evaluat[ing] the decision of the [Board] to reject [the Litigation Demand]."  Plaintiff's 

Inspection Demand was accompanied by a Verification stating under oath that plaintiff was a 

stockholder of WWC and attaching a copy of plaintiff's account statement, as required by 

Delaware law.  The Inspection Demand was addressed to, and received by, defendant Holmes on 

September 12, 2013.  A true and correct copy of the Inspection Demand is attached hereto as 

Exhibit G.   

93. On September 18, 2013, defendant McLester responded to the Inspection Demand 

letter and stated that WWC would "substantively respond to this inspection demand promptly 

after [reviewing] the matter with … counsel."  A true and correct copy of defendant McLester's 

September 18, 2013 letter, is attached hereto as Exhibit H. 

94.  
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97. On October 16, 2013, plaintiff's counsel sent an e-mail responding to Lafferty's 

letter.  In the interests of avoiding needless delay, plaintiff's counsel stated that plaintiff would 

provide the Company with the additional account statements Lafferty had requested.  Plaintiff 

subsequently provided this information to the attorneys at Morris Nichols, and the parties 

negotiated a confidentiality agreement governing WWC's document production.    

98. On December 30, 2013, WWC sent plaintiff's counsel the documents that were 

purportedly responsive to Requests 1-5.  WWC's document production included 

99.            

 

 

 

100. The next day, plaintiff's counsel sent an e-mail to Lafferty explaining that he was 

surprised to see that the Company's production did not include 

  Plaintiff's counsel noted that "[t]his is exactly the type of information that Delaware 

has held that the Company must provide to a shareholder," citing the Delaware Supreme Court 

decision, Grimes v. DSC Communications Corp., 724 A.2d 561 (Del. Ch. 1998).   
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 arguing that it was covered by the attorney-client privilege and demanding that 

plaintiff conduct a detailed analysis on the privilege exception before it was willing to provide 

him with the requested report.   Again, plaintiff's counsel disagreed, explaining via e-mail that it 

was black letter law that plaitniff was entitled to the requested document, this time citing 

Louisiana Mun. Police Employees Ret. Sys. v. Morgan Stanley & Co. Inc., CIV.A. 5682-VCL, 

2011 WL 773316 (Del. Ch. Mar. 4, 2011).  In response to plaintiff's counsel's e-mail, the 

Company agreed to produce the document.  It was only after reviewing all of these documents 

that plaintiff learned of the Board's failure to consider his Litigation Demand in good faith and 

with the requisite care.  

101. Plaintiff has not made any demand on the other shareholders of WWC to institute 

this action since such demand would be a futile and useless act for at least the following reasons: 

(a) WWC is a publicly held company with over 130 million shares 

outstanding and thousands of shareholders; 

(b) making demand on such a number of shareholders would be impossible 

for plaintiff who has no way of finding out the names, addresses, or phone numbers of 

shareholders; and 

(c) making demand on all shareholders would force plaintiff to incur 

excessive expenses, assuming all shareholders could be individually identified. 

COUNT I 

Against the Individual Defendants and Does 1-10 for Breach of Fiduciary Duty  

102. Plaintiff incorporates by reference and realleges each and every allegation 

contained above, as though fully set forth herein. 

103. As alleged in detail herein, the Individual Defendants and Does 1-10, by reason of 
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their positions as officers and directors of WWC and because of their ability to control the 

business and corporate affairs of WWC, owed to WWC fiduciary obligations of due care and 

loyalty, and were and are required to use their utmost ability to control and manage WWC in a 

fair, just, honest, and equitable manner.   

104. The Officer Defendants and Does 1-10 breached their duties of care and loyalty 

by knowingly, recklessly, or with gross negligence: (i) failing to implement a system of internal 

controls to protect customers' personal and financial information; and (ii) causing or allowing the 

Company to conceal the data breaches from investors. 

105. The Director Defendants breached their duty of loyalty by knowingly or 

recklessly: (i) failing to implement a system of internal controls to protect customers' personal 

and financial information; and (ii) causing or allowing the Company to conceal the data breaches 

from investors. 

106. The Audit Committee Defendants breached their fiduciary duty of loyalty by: (i) 

failing to implement a system of internal controls to protect customers' personal and financial 

information; and (ii) causing or allowing the Company to conceal the data breaches from 

investors.  The Audit Committee Defendants completely and utterly failed in their duty of 

oversight, as required by the Audit Committee Charter in effect at the time. 

107. The Director Defendants breached their fiduciary duties of care and loyalty by 

failing to act in good faith and on the basis of a reasonable investigation in responding to 

plaintiff's Litigation Demand.  The Director Defendants consciously disregarded their duties 

upon receipt of the Litigation Demand and wrongfully refused the Litigation Demand.   

108. As a direct and proximate result of the Individual Defendants' and Does 1-10's 

breaches of their fiduciary obligations, WWC has sustained significant damages, as alleged 
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herein.  As a result of the misconduct alleged herein, these defendants are liable to the Company. 

109. Plaintiff, on behalf of WWC, has no adequate remedy at law. 

COUNT II 

Against the Individual Defendants and Does 1-10 for Waste of Corporate Assets  

110. Plaintiff incorporates by reference and realleges each and every allegation set 

forth above, as though fully set forth herein. 

111. As a result of the misconduct described above, the Individual Defendants and 

Does 1-10 wasted corporate assets: (i) by failing to properly consider the interests of the 

Company and its public shareholders; (ii) by failing to implement adequate internal controls to 

detect and prevent the breach of the Company's customers' personal and financial information; 

(iii) by paying improper compensation and bonuses to certain of its executive officers and 

directors that breached their fiduciary duties; and (iv) 

 and potentially tens of 

millions of dollars in additional legal costs and/or legal liability arising from the unlawful 

actions. 

112. The Individual Defendants’ failure to implement adequate internal controls to 

detect and prevent the breach of the Company’s personal and financial information was not 

supported by any rational basis at the time of such failure.   

113. As a result of the waste of corporate assets, the Individual Defendants and Does 

1-10 are liable to the Company. 

114. Plaintiff, on behalf of WWC, has no adequate remedy at law. 

COUNT III 

Against All Individual Defendants and Does 1-10 for Unjust Enrichment  

115. Plaintiff incorporates by reference and realleges each and every allegation set 

Case 2:14-cv-01234-SRC-CLW   Document 12   Filed 05/02/14   Page 42 of 86 PageID: 253



- 43 - 

forth above, as though fully set forth herein. 

116. By their wrongful acts and omissions, the Individual Defendants and Does 1-10 

were unjustly enriched at the expense of and to the detriment of WWC.  The Individual 

Defendants and Does 1-10 were unjustly enriched as a result of the compensation they received 

while breaching fiduciary duties owed to WWC.   It would be unjust for the Individual 

Defendants to retain this benefit.   

117. Plaintiff, as a shareholder and representative of WWC, seeks restitution from 

these defendants, and each of them, and seeks an order of this Court disgorging all profits, 

benefits, and other compensation obtained by these defendants, and each of them, from their 

wrongful conduct and fiduciary breaches. 

118. Plaintiff, on behalf of WWC, has no adequate remedy at law. 

PRAYER FOR RELIEF 

WHEREFORE, plaintiff, on behalf of WWC, demands judgment as follows: 

A. Against all of the defendants and in favor of the Company for the amount of 

damages sustained by the Company as a result of the defendants' breaches of fiduciary duties, 

waste of corporate assets, and unjust enrichment; 

B. Directing WWC to take all necessary actions to reform and improve its corporate 

governance and internal procedures to comply with applicable laws and to protect WWC and its 

shareholders from a repeat of the damaging events described herein, including, but not limited to, 

putting forward for shareholder vote, resolutions for amendments to the Company's By-Laws or 

Articles of Incorporation and taking such other action as may be necessary to place before 

shareholders for a vote of the following Corporate Governance Policies: 

1. a proposal to ensure the establishment of effective oversight of compliance 

with applicable laws, rules, and regulations so that FTC rules and regulations are complied with; 
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2. the creation of an officer-level position (that reports to the Board's Audit 

Committee) to monitor and implement new policies to ensure that the Company is complying 

with applicable rules and regulations and its information systems (including the security 

measures for those information systems) are appropriate and adequate; 

3. a proposal to strengthen the Board's supervision of operations and develop 

and implement procedures for greater shareholder input into the policies and guidelines of the 

Board; and 

4. a provision to permit the shareholders of WWC to nominate at least three 

candidates for election to the Board; 

C. Extraordinary equitable and/or injunctive relief as permitted by law, equity, and 

state statutory provisions sued hereunder, including attaching, impounding, imposing a 

constructive trust on, or otherwise restricting the proceeds of defendants' trading activities or 

their other assets so as to assure that plaintiff on behalf of WWC has an effective remedy; 

D. Awarding to WWC restitution from defendants, and each of them, and ordering 

disgorgement of all profits, benefits, and other compensation obtained by the defendants;  

E. Awarding to plaintiff the costs and disbursements of the action, including 

reasonable attorneys' fees, accountants' and experts' fees, costs, and expenses; and 

F. Granting such other and further relief as the Court deems just and proper. 
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JURY DEMAND 

Plaintiff demands a trial by jury. 

Dated: February 25, 2014 /s/ Frederick R. Kessler 
 WOLLMUTH MAHER & DEUTSCH LLP  

David H. Wollmuth (DW-9618) 

dwollmuth@wmd-law.com 

Frederick R. Kessler (FK-8168) 

fkessler@wmd-law.com 

One Gateway Center, 9th Floor 

Newark, NJ 07102 

(973) 733-9200 

Attorneys for Plaintiffs 

 
Of Counsel: 
 
ROBBINS ARROYO LLP 
Brian J. Robbins 
Felipe J. Arroyo 
Shane P. Sanders 
Gina Stassi  
600 B Street, Suite 1900 
San Diego, CA 92101 
(619) 525-3990 
 

 

RYAN & MANISKAS, LLP 
Richard A. Maniskas 
995 Old Eagle School Road, Suite 311 
Wayne, PA 19087 
(484) 588-5516 
 

 

  

928555 
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I-Y 11 ROBBINS 
~~! ~ ARROYO LLP 

VIA UPS GROUND 

Board of Directors 

June 11,2013 

WYNDHAM WORLDWIDE CORPORATION 
22 Sylvan Way 
Parsippany, NJ 07054 

Re: Wyndham Worldwide Corporation Shareholder Litigation Demand 

Dear Board of Directors: 

600 B Street, Suite 1900 
San Diego, CA 92101 
619.525.3990 phone 

619.525.3991 fax 
www.robbinsarroyo.com 

I write on behalf of our client, Dennis Palkon, a shareholder of Wyndham Worldwide 
Corporation ("Wyndham" or the "Company") to demand the Company's Board of Directors (the 
"Board") investigate, address, remedy, and commence proceedings against certain individuals 
responsible for causing Wyndham to violate section 5(a) of the Federal Trade Commission 
("FTC") Act, 15 U.S.C. §45(a). Our client is concerned about the damages incurred by 
Wyndham due to the blatantly inadequate security measures instituted to protect its computer 
systems and its customers' personal infOlmation stored on those systems. As you are 
undoubtedly aware, over the past two years, intruders accessed the Company's and/or its 
subsidiaries' networks on three separate occasions. In all three instances, hackers accessed the 
Company's consumer data through its Phoenix, Arizona, facility. As a result, over 600,000 of 
the Company's customers had their payment card account information sent to a domain 
registered in Russia. These security breaches led to fraudulent charges on these customer 
accounts worth over $10.5 million. 

In addition to the harm done directly to the Company by the hackers, on June 26, 2012, 
the FTC sued the Company and a number of its subsidiaries directly. The FTC complaint alleges 
that the Company violated section 5(a) of the FTC Act, which prohibits "unfair or deceptive acts 
or practices in or affecting commerce." The FTC complaint alleges that the Company falsely 
represented that it had implemented reasonable and appropriate measures to protect personal 
information against unauthorized access. In addition, the Company failed to employ reasonable 
and appropriate measures to protect personal information against unauthorized access. 

Damages Caused To Wyndham 

As a result of the FTC's lawsuit against Wyndham, the Company has been, and will 
continue to be, severely damaged and injured by certain of its fiduciaries' misconduct. Further, 
as a direct and proximate result of their conduct, Wyndham has expended and will continue to 
expend significant sums of money. Such expenditures include, but are not limited to: 

a) costs incurred from having to hire specialists to investigate the Company's 
computer systems to search for any remaining programming left by the 
hackers; 
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WYNDHAM 
WORLDWIDE 

Scott McLester 
EVP, General Counsel & Corporate Secretary 

June 28, 2013 

Via UPS 

Gregory E. Del Gaizo, Esq. 
Robbins Arroyo LLP 
600 B Street 
Suite 1900 
San Diego, CA 92101 

Re: Wyndham Worldwide Corporation Shareholder Litigation Demand 

Dear Mr. Del Gaizo: 

I write in response to your June 11, 2013 letter to the Board of Directors of Wyndham Worldwide 
Corporation ("Wyndham"). I have provided your letter to Wyndham's Board, and it will be addressed by 
the Board in due course. As you know, in November 2012, the Board received a virtually identical letter 
from you on behalf of another purported Wyndham shareholder. The Board responded to that letter 
earlier this year. 

While the Board is considering your most recent letter, I ask that you provide sufficient 
information to confirm Mr. Paikon's status as a Wyndham shareholder at the time the events underlying 
your demand occurred and/or when you sent your demand letter. Without information sufficient to show 
that Mr. Palkon was a Wyndham shareholder during the relevant time, we cannot conclude that he has 
standing to pursue a derivative demand. See, e.g., Omnicare, Inc. v. NCS Healthcare, Inc., 809 A.2d 
1163, 1169 n.11 (Del. Ch. 2002); Richelsan v. Yost, 738 F. Supp. 2d 589, 598-99, (E.D. Pa. 2010); 
Smachlo v. Birkelo, 576 F. Supp. 1439, 1444 (D. Del. 1983) (addressing demand letter's failure to provide 
the identity of the demanding shareholder and noting that "when the corporation requested more 
information from Nathan, he responded by filing suit instead of providing the requested information 
which he had a duty to do"). 

Nothing in this correspondence should be construed as any indication that there is agreement with 
your letter's statements, assertions, or characterizations. All rights are expressly reserved. 

Regards, 

Scott McLester 
EVP, General Counsel & Corporate Secretary 
Wyndham Worldwide Corporation 

Wyndham Worldwide 
22 Sylvan Way, Parsippany, NJ 07054 

ph (973) 753-6495 fax (973) 753-6496 
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WYNDHAM 
WORLDWIDE 

Scott McLester 
EVP, General Counsel 8ii Corporate Secretary 

August 20, 2013 

Gregory E. Del Gaizo, Esq. 
Robbins Arroyo LLP 
600 B Street, Suite 1900 
San Diego, CA 92101 

Re: Wyndham Worldwide Corporation Shareholder Litigation Demand 

Dear Mr. Del Gaizo: 

I write in response to your July 3, 2013 letter. As you know, you sent a demand to the 
Board of Directors of Wyndham Worldwide Corporation ("Wyndham") on June 11, 2013. In 
that letter, you claimed that you represented a Wyndham shareholder—Dennis Palkon—and on 
that basis you asked Wyndham's Board to take certain actions. As discussed below, the Audit 
Committee and the Board have considered your letter and have determined that it is not in the 
best interests of Wyndham to pursue the claims outlined in your letter at this time.' 

Your June 11, 2013 letter on behalf of Mr. Palkon is virtually identical to a letter you sent 
to Wyndham's Board on November 30, 2012 on behalf of another purported Wyndham 
shareholder, Daniel Himmel. The Audit Committee and the Board previously considered Mr. 
Himmel's demand in meetings held in February and March of this year. In a letter to you on 
March 15, 2013, I explained that the Audit Committee and the Board had determined that it was 
not in the best interest of Wyndham to pursue the claims outlined in the Himmel demand, and I 
explained the reasons for that decision. I have attached a copy of that letter for your reference. 

The reasons why the Board decided not to cause Wyndham to pursue the claims outlined 
in the Himmel demand apply equally to the demand you have made on behalf of Mr. Palkon. As 
I explained in my March 15, 2013 letter, that decision was based on a number of considerations, 

On June 28, 2013, I asked you to provide sufficient information to confirm Mr. Palkon's status as a shareholder 
during the relevant time period. You have refused to provide that information. You do not claim any burden 
associated with that request, and, of course, there is little or no burden associated with producing information 
sufficient to confirm your client's status as an actual shareholder. You have nonetheless refused to provide any 
information regarding Mr. Palkon's status as a Wyndham shareholder. The law on this issue is clear: Where a 
person making a demand refuses to provide proof of stock ownership, the Board need not take any action in the 
response to the demand. Accordingly, given the limited burden and the significance of this issue, we still believe 
that you should provide evidence that Mr. Palkon was a Wyndham shareholder as of the relevant time. 
Notwithstanding the fact that it is unclear whether your client was or is in fact a Wyndham shareholder, both the 
Audit Committee and the full Wyndham Board have considered your letter and the demands made therein. 

Wyndham Worldwide 
22 Sylvan Way, Parsippany, NJ 07054 

ph (973) 753-6495 fax (973) 753-6496 
scott.mclester@wyndhamworldwide.com  
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including the fact that (i) Wyndham has strong defenses to the FTC's allegations; (ii) 
commencing litigation against allegedly responsible individuals would impair Wyndham's 
defenses in the FTC's lawsuit; (iii) the claims contemplated are not yet ripe; (iv) there has been 
no material damage to Wyndham's shareholders as a result of the FTC's lawsuit or the conduct 
at issue in that lawsuit; and (v) there would be significant legal barriers to the claims 
contemplated by your letter. In the view of the Board and the Audit Committee, those 
considerations continue to apply and counsel against pursuing the claims outlined in your letter 
at this time. 

Since my March 15, 2013 letter, there have been no new developments with respect to 
the FTC's lawsuit which would warrant a different determination. The only material change that 
has occurred is that the FTC's lawsuit was transferred from the U.S. District Court for the 
District of Arizona to the U.S. District Court for the District of New Jersey. See FTC v. 
Wyndham Worldwide Corp., 2013 WL 1222491 (D. Ariz. March 25, 2013). That change, 
however, only further strengthens Wyndham's defenses to the FTC's claims given that Third 
Circuit law on certain key issues is more favorable to Wyndham than is the law in the Ninth 
Circuit—particularly with respect to the FTC's consumer-injury arguments. Compare Reilly v. 
Ceridian, 664 F.3d 38 (3d Cir. 2011), with FTC v. Neovi, Inc., 604 F.3d 1150 (9th Cir. 2010). 

In light of the considerations outlined in my March 15, 2013 letter, and in light of the 
factual, practical, and legal barriers to any recovery, as well as the transfer of the FTC's lawsuit 
from Arizona to New Jersey, the Audit Committee and the Wyndham Board have determined 
that it is not in Wyndham's interests to pursue the claims contemplated by your June 11, 2013 
demand letter at this time. The Audit Committee and the Board will nevertheless continue to 
monitor the FTC's lawsuit. 

Very truly yours, 

Scott McLester 
EVP, General Counsel, Corporate Secretary 
& Chief Compliance Offer 

Enclosure 
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WYNDHAM 
WORLDWIDE 

Scott McLester 
EVP, General Counsel & Corporate Secretary 

March 15, 2013 

Via UPS 

Gregory E. Del Gaizo, Esq. 
Robbins Umeda, LLP 
600 B Street, Suite 1900 
San Diego, CA 92101 

Re: Wyndham Worldwide Corporation Shareholder Litigation Demand 

Dear Mr. Del Gaizo: 

I write in response to your February 19, 2013 letter. As you know, you sent a demand to 
the Board of Wyndham Worldwide Corporation ("Wyndham") on November 30, 2012. In that 
letter, you claimed that you represented a shareholder of Wyndham—Daniel Himmel—and on 
that basis you asked Wyndham's Board to take certain actions. As discussed below, the Audit 
Committee and the Board have considered your letter at recent meetings and have determined 
that it is not in the best interests of Wyndham to pursue the claims outlined in your letter at this 
time.1  

As an initial matter, it bears mention that over the last several years, both the Board and 
the Audit Committee have devoted substantial attention to data security issues and to the dispute 
with the FTC. Thus, the review by the Audit Committee and Board does not occur in a vacuum. 
In specific response to your letter, the Audit Committee reviewed the issues surrounding the 
Demand letter, including at its meeting on Feb. 27, 2013, and the Board was also briefed on the 
matter on February 28, 2013. In additional meetings on March 4, 2013 and March 11, 2013, 
respectively, the Audit Committee and the full Board further considered the matter. Based on this 
review, both the Audit Committee and the full Board have determined that it is not in 

On January 29, 2013, I asked you to provide "sufficient information to confirm Mr. Himmel's status as a 
shareholder as of the relevant time." You have refused to provide that information. You do not claim any 
burden associated with the request. Of course, there is little or no burden associated with producing information 
sufficient to confirm your client's status as an actual shareholder. Nor do you claim otherwise. Instead, your 
only proffered reason for refusing to produce this information is that it is not "necessary." But the law on this 
issue is clear. Where a person making a demand refuses to provide proof of stock ownership, the Board need 
not take any action in the response to the demand. Accordingly, given the limited burden and the significance 
of this issue, we still believe that you should provide evidence that Mr. Himmel was a Wyndham shareholder as 
of the relevant time. Notwithstanding the fact that it is unclear whether your client was or is in fact a Wyndham 
shareholder, both the Audit Committee and the full Wyndham Board have considered your letter and the 
demands made therein. 

Wyndham Worldwide 
22 Sylvan Way, Parsippany, NJ 07054 

ph (973) 753-6495 fax (973) 753-6496 
scott.mclester@wyndhamworldwide.com  
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Wyndham's best interests for the Board to cause Wyndham to pursue the claims outlined in your 
letter at this time. This decision is based on a number of considerations, including the following. 

First, Wyndham has strong defenses to the FTC's allegations. Wyndham is not alleged 
to have violated any specific FTC regulation or rule, but is instead accused of violating the 
general provisions of Section 5 of the FTC Act. We contend that Section 5 does not give the 
FTC statutory authority to regulate the complex data-security systems of private companies. A 
number of third-parties--including the U.S. Chamber of Commerce, the Retail Litigation Center, 
the American Hotel & Lodging Association and the International Franchise Association--have 
supported Wyndham's legal position in filings with the federal court in Arizona. In any event, 
Wyndham responded to each cyberattack, including by notifying law-enforcement authorities, 
major payment-card brands, potentially affected consumers, and state regulatory offices. 
Wyndham also retained several expert computer forensic firms to analyze the cyberattacks and 
Wyndham's computer networks. Wyndham also developed and implemented significant 
remedial measures and data-security enhancements in the wake of the attack. In light of the 
large number of companies and governmental entities that have suffered cyberattacks in recent 
years, Wyndham's data security practices and responses to the cyberattacks were reasonable and 
Wyndham has strong legal and factual defenses to the FTC's lawsuit. 

Second, the Audit Committee and the Board have concluded that commencing the 
litigation against allegedly responsible individuals as outlined in your letter would impair 
Wyndham's defenses in the FTC's lawsuit. See, e.g., In re Merrill Lynch & Co., Inc. Securities, 
Derivative and ERISA Litigation, 773 F. Supp. 2d 330, 348-49 (S.D.N.Y. 2011). The FTC 
would likely argue that Wyndham's assertion of such a claim constitutes an admission of liability 
by Wyndham, thus potentially undermining Wyndham's defenses in the FTC lawsuit. 

Third, the claims contemplated by your letter are not yet ripe. Wyndham has not yet 
incurred any loss as a result of the FTC's lawsuit, and we believe that the FTC's claims will 
ultimately fail. Indeed, both the Audit Committee and the Board believe that Wyndham has 
strong defenses to the FTC's allegations. The case is in a very early stage. There has been no 
scheduling order entered for summary judgment or trial, there have been no depositions or expert 
submissions and the motion to dismiss has not even been ruled on. Before the FTC's lawsuit is 
resolved, it would be premature for the Board to take the "legal action" indentified by your letter. 

Fourth, there has been no damage to Wyndham's shareholders as a result of the FTC's 
lawsuit or the conduct at issue in that lawsuit, and we do not foresee any such damage. Indeed, 
we contend that Section 5 of the FTC Act does not even allow the FTC to pursue damages in 
this litigation at all. Nonetheless, while the FTC's complaint alleges $10.6 million in losses, the 
FTC has not provided any damage demand at this point. 

Fifth, there would be other significant legal barriers to a lawsuit as contemplated by your 
letter. To the extent your letter contemplates claims against Wyndham's Board or the Audit 
Committee, and only for that purpose, the Board considered the likelihood of recovering from 
Wyndham's Directors. In this regard, Wyndham's certificate of incorporation provides that 
"[n]o director shall be personally liable to the Corporation or any of its stockholders for 
monetary damages for breach of fiduciary duty as a director, except to the extent such exemption 
from liability or limitations thereof is not permitted under the [Delaware General Corporation 
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Law] as the same exists or may hereafter be amended." In addition, Delaware courts have 
characterized a failure to supervise claim as "possibly the most difficult theory in corporate law 
upon which a plaintiff might hope to win a judgment." 

In light of the considerations outlined in this letter, including among other things, the 
factual, the practical and the legal barriers to any recovery, the Audit Committee and the 
Wyndham Board have determined that it is not in Wyndham's interests to pursue the claims 
contemplated by your demand letter at this time. The Audit Committee and the Board will 
nevertheless continue to monitor the FTC's lawsuit. 

Very truly yours, 

s VV1-  

Scott McLester 
EVP, General Counsel, Corporate Secretary 
& Chief Compliance Officer 
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Bcc: Myra J. Biblowit 
James E. Buckman 
George Herrera 
Stephen Holmes 
The Right Honourable Brian Mulroney 
Pauline D.E. Richards 
Michael H. Wargotz 
Eugene F. Assaf, Esq. 
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I .Y ~ ROBBINS 
~~!, ARROYO LLP 

VIA UPS GROUND 

Stephen P. Holmes, 
Chairman and Chief Executive Officer 
WYNDHAM WORLDWIDE CORPORATION 
22 Sylvan Way 
Parsippany, NJ 07054 

600 B Street, Suite 1900 
San Diego, CA 92101 
619.525.3990 phone 

619.525.3991 fax 
www.robbinsarroyo.com 

Re: Wyndham Worldwide Corporation Shareholder Inspection Demand 

Dear Mr. Holmes: 

As you are aware, we represent Dennis Palkon, a shareholder of Wyndham Worldwide 
Corporation ("Wyndham" or the "Company"). We write on our client's behalf to demand that the 
Company permit him to inspect certain books and records of Wyndham, pursuant to 8 Delaware 
General Corporation Law Code section 220 ("Section 220"). Pursuant to Section 220(b), our 
client has authorized Robbins Arroyo LLP to inspect the Company's books and records on his 
behalf. 

Our client brings this demand for a proper purpose as required under Delaware law. His 
proper purpose is to evaluate the decision of the Wyndham Board of Directors (the "Board") to 
reject his June 11, 2013 litigation demand on August 20, 2013. For your convenience, the 
Board's letter informing our client of its decision is enclosed with this letter. Investigating a 
Board's decision to reject a litigation demand is a well-established proper purpose. La. Mun. 
Police Emps. Ret. Sys. v. Morgan Stanley & Co., No. 5682-VCL, 2011 WL 773316, at *8 (Del. 
Ch. Mar. 4, 2011). 

SPECIFIC DEMANDS FOR INSPECTION 

In keeping with the proper purpose outlined above, our client demands to inspect the 
books and records specified below. In making this demand to inspect the Company's books and 
records, our client notes that his inspection demand must be construed as liberally and with as 
much latitude as is afforded under Delaware law. Our client intends that this demand cover any 
and all "books and records" in whatever form they take, to the fullest extent provided under 
Delaware's inspection demand jurisprudence. Further, the term "Wyndham" or the "Company" 
includes Wyndham's predecessors, successors, divisions, subsidiaries, officers, directors, 
employees, agents, or anyone acting or purporting to act on its behalf. All references to the 
"Board" in the requests below shall mean the Board of Wyndham. The term "Board" shall also 
include any persons acting on their behalf or in its stead, including, but not limited to, attorneys, 
accounting experts, investigators, agents, or similar proxies. In particular, our client demands to 
inspect: 

1. All meeting minutes of the Board or Board Committee where our client's 
litigation demand was discussed or evaluated; 
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WYNDHAM 
WORLDWIDE 

Scott McLester 
EVP, General Counsel & Corporate Secretary 

September 18, 2013 

Gregory E. Del Gaizo, Esq. 
Robbins Arroyo LLP 
600 B Street, Suite 1900 
San Diego, CA 92101 

Re: Wyndham Worldwide Corporation Shareholder Litigation Demand 

Dear Mr. Del Gaizo: 

I write in response to your undated letter to Stephen P. Holmes, which Mr. Holmes' 
office received on September 12. Your letter, sent on behalf Dennis Palkon, seeks to inspect 
certain books and records of Wyndham Worldwide Corporation pursuant to Section 220 of 
Delaware's Corporation Code. 

Wyndham is consulting counsel regarding Mr. Palkon's inspection demand. We will 
substantively respond to this inspection demand promptly after we review the matter with our 
counsel. 

Very truly yours, 

Scott McLester 
EVP, General Counsel, Corporate Secretary 
& Chief Compliance Offer 

Wyndham Worldwide 
22 Sylvan Way, Parsippany, NJ 07054 

ph (973) 753-6495 fax (973) 753-6496 
scott.mclester@wyndharnworldwidacom 
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